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®EAEPANNbHOE TOCYAAPCTBEHHOE BIOAXETHOE OBPA30OBATE/IbHOE YYPEXXAEHUE BbICLUEFO OBPA30OBAHUA

«BOPOHE}CKUI rOCYAPCTBEHHbIN YHUBEPCUTET»
(®rBOY BO «BrY»)

YTBEPXKOAIO

3aBeaytolwmii Kadbeapoi

Bopucos Amutpuin HUKonaesmny
Kadeapa nHdopmaLMOHHbIX CUCTEM

28.02.2022

PABOYAA MPOTPAMMA YYEBHOW AUCLUN/IUHDI

51.0.41 3awmTa B onepaumMOHHbIX cMcTEMAX

1. Koa n HaumeHoBaHue HanpasaeHuAa ﬂOArOTOBKM/CI‘IeU‘MaanOCTM!

10.05.01 KomnbloTepHas 6e30nacHoOCTb

2. MNpodwunb nogrotosku/cneunanmnsaumsa:
AHanun3 6e30MacHOCTM KOMMbIOTEPHbIX CUCTEM
3. Keanndukauusa (creneHb) BbINyCKHUKA:
Cneuuyanuct

4. ®opma obyueHus:

OyHasn

5. Kadeppa, oTBeyalowan 3a peanmsaumio GUCLUNANHDIL:

Kadenpa nHbopmaLMOHHbIX CUCTEM

6. CocraButenu nporpammbi:

CaBunHKoB AHApen KOpbesuy, 4.T.H., Nnpodeccop
7. PeKomeHAaoOBaHa:

npotokon HMC ®KH Ne 3 o1 25.02.2022

8. YuebHbiii roa;:

2024-2025

9.Uenu n 3agaum yue6HOM ANCUUNAUHDI:

ObyuyeHue CTyAeHTOB NPUHLMMNAM NOCTPOEHUA 3aWwuTbl HGopMaumm B OC 1 aHaIM3a HaAEKHOCTU UX 3aLLMUTHI.

OcCHOBHble 334341 AUCUMNANHDI:

L nonyvyeHue 6a30BbIX 3HAHUI O NPUHUMNAX NOCTPOEHUA NOACUCTEM 3alLlNTbI B ocC pa3f|l/|‘-lHOl7I APXUTEKTYPbI;

o 3HaKOMCTBO CO cpeactBamMmm U MmeTogamMmm HECaHKUMOHNPOBAHHOIO A0CTYyNa K pecypcam 0oG;

e BblpaboTKa CMCTEMHOrO NoAxoAa K npobaeme 3awmtbl MHGopmaumn 8 OC;

L oB/lageHne mexaHn3amamm 3anTbl VIHd)OpN\aLI,I/II/I n n3yyeHume BO3MOXHOCTEN MO MX npeogoneHuto.

10. MecTo yue6HOM AUCLUUNANHDI B CTPYKTYpe OON:

OucumnavHa obsasatenbHol yacty (61.0). BxogHble 3HaHMA: «OnepaLoHHbIe CUCTEMbI»



11. NMnaHupyembie pe3ynbTaTtbl 06yueHUa No gucununanHe/moaynio (3HaHUA, yMEHUA, HaBbIKK), COOTHECEHHDbIE C
nnaHUpyembiMU pe3ynbTaTaMu 0CBOeHUA 06pa3oBaTeibHOM NporpaMmmbl (KOMNETEHUMAMM BbiNYCKHUKOB) U

UHOAUKATOPaMU UX OO0CTUXKEHUA:

Kopa v Ha3BaHMe KoMmneTeHunn

OMK-9 CnocobeH pewaTb 3a4a4m
npodeccMoHanbHOM AeATENbHOCTU C
YYETOM TEKYLLLErO COCTOSHUA N TEHAEHUMM
Pa3BUTMA METOAO0B 3aLLNTbl MHPOPMaL MK
B OMepPaLMOHHbIX CUCTEMAX,
KOMMbIOTEPHbIX CETAX U CUCTEMAX
ynpasneHua 6a3amu JaHHbIX, @ TaKKe
METO/0B U CpeacTB 3alMTbl MHGOPMALLUK
OT YTEUKM NO TEXHNYECKMM KaHanam,
ceTen N cucTem nepegayn MHGopmaumu;

OlK-9 CnocobeH peluaTtb 3a4a4mn
npodeccnMoHanbHOM AeATeNbHOCTH C
YYETOM TEKYLLLErO COCTOAHUA N TEHAEHUMM
Pa3BMTMA METOZOB 3aLMTbl MHOPMaL MK
B ONepaLMOHHbIX CUCTEMAX,
KOMMNbIOTEPHbIX CETAX U CUCTEMAX
ynpasneHua 6a3amun JaHHbIX, @ TaKKe
METO/L0B U CpeacTB 3almTbl MHGOPMALLUK
OT YTEYKU NO TEXHUYECKUM KaHanaM,
ceTen M cucTem nepegayn MHGopmaumu;

OMK-11 CnocobeH paspabatbiBaTtb
NoSIMTUKKN 6e30MaCHOCTU, MOJIUTUKN
ynpaBeHUs JOCTYNOM U
MHOOPMALMOHHBIMM MOTOKAMM B
KOMMNbIOTEPHbIX CUCTEMAX C Y4ETOM Yrpo3
6e3onacHOCTM MHPOPMALLUK U
TpeboBaHUI No 3awmTe

nHdopmauuu;

OlK-11 CnocobeH paspabatbiBaTb
NoSIMTUKKN 6e30MaCHOCTU, MOJIUTUKN
ynpaBAeHUs JOCTYMOM U
MHPOPMALLMOHHBIMM NMOTOKaMU B
KOMMNbIOTEPHbIX CUCTEMAX C Y4ETOM Yrpo3
6e30mMacHOCTU MHPOPMaLUN 1
TpeboBaHKUI No 3awmTe

nHdopmauuu;

OMK-11 CnocobeH paspabaTbiBaTb
NOJIMTUKM Be30NacHOCTH, NONUTUKU
ynpaBieHWs AOCTYNOM U
MHPOPMALLMOHHBIMK NOTOKaMU B
KOMMNbIOTEPHbIX CUCTEMAX C Y4ETOM Yrpo3
6e3onacHOCTM MHGOPMaLUM U

Ko 1 Ha3BaHWe MHAMKaTopa
KoMMeTeHumMm

OMK-9.11 3HaeT OCHOBHbIE
TEHAEHLMW Pa3BUTUA METOA0B
3aLWNTbl MHGOPMaLUK B
OonepaumMoHHbIX CUCTEMAX M
cucTemax ynpasneHus 6asamu
OaHHbIX

OMK-9.12 3HaeT obwme n
cneunduyeckme yrposbl
6e30nacHOCTN onepaunoHHbIX

CUCTEM M CUCTEM yNpaB/ieHua bas

AaHHDbIX;

OlK-11.6 3HaeT cpeacTBa u
METO/bl XPaHEeHUA 1 nepeaaym
ayTEeHTUPUKALMOHHOM
nHdopmauun

ONNK-11.7 3HaeT OCHOBHble
TpeboBaHMA K noacucteme
ayAnTa u NoAnTUKe ayauTa

OlMK-11.8 3HaeT 3aWnTHbIE
MexaH13Mbl 1 cpeacTsa
obecneyeHns 6esonacHoOCTU
onepaunoHHbIX CUCTEM

3HaHUA, YMEHUA, HaBbIKK

3HAeT OCHOBHbIE TeHAEHLMM
Pa3BUTUA METOL0B 3aLUTbI
nHOpMaLLMM B ONEPALMOHHBIX
cUcTemax u cucTemax
ynpasneHusa 6asamm AaHHbIX

3HaeT oblme 1 cneumduyeckue
yrpo3bl 6e3onacHocTH
onepaunoHHbIX CUCTEM U CUCTEM
ynpasnieHua 6a3 AaHHbIX

3HaeT cpeacTBa U MeToAbl
XPaHEeHUA U Nepesayn
ayTeHTUPUKALMOHHOM
nHbopmaumm

3HaeT ocHOBHble TpeboBaHMA K
noacucTeMe ayamTa v NOANTUKE
ayauTa

3Haet 3aWNTHbIE MEXaHU3MbI U
cpeacTea obecneyeHusn
6e3onacHoCTU onepaunoHHbIX
cncTem



TpeboBaHUI No 3awmTe
nHpopmauum;

OlK-11 CnocobeH paspabaTbiBaTb
NONNTUKIM Be30NacHOCTM, MONUTUKU
ynpaBeHUs JOCTYMOM U
MHPOPMALLMOHHBIMM NMOTOKaMU B
KOMMbIOTEPHbIX CUCTEMAX C Y4ETOM Yrpo3
6e3onacHOCTM MHPopMaLLMK U
TpeboBaHWiM No 3awmTe

UHbopmaLmu;

OMK-11 CnocobeH pa3pabaTbiBaTb
NoNUTUKN 6e30MacCHOCTU, MOIUTUKN
ynpaBneHUs AOCTYNOM U
MHOOPMALMOHHBIMY NOTOKAMM B
KOMMNbIOTEPHbIX CUCTEMAX C Y4ETOM Yrpo3
6e3onacHOCTM MHPOPMALLUK U
TpeboBaHWI No 3awmTe

UHbopmaLUW;

OrlK-12 CnocobeH agMUHUCTPUPOBATD
onepaLmnoHHbIe CUCTEMbI W BbIMOJIHATb
paboTbl N0 BOCCTAaHOBAEHWUIO
paboToCcnocobHOCTU NPUKNAAHOTO U
CUCTEMHOrO NPOrPaMMHOro obecneyeHus;

OrlK-12 CnocobeH agMUHUCTPUPOBATL
onepauMoHHble CUCTEMbI U BbIMOHATb
paboTbl N0 BOCCTAaHOBAEHWUIO
paboTocnocobHOCTU NPUKNAAHOTO U
CUCTEMHOrO NPOrpaMmHOro obecneyeHus;

OlK-13 CnocobeH paspabatbiBaTtb
KOMMOHEHTbI MPOrPaMMHbIX U
nporpaMmHoO-annapaTHbIX CPeacTs
3aLLMTbl MHPOPMALMK B KOMMBIOTEPHbIX
cMcTEeMax M NPOBOAUTL aHANN3 UX
6e3onacHocCTy;

OMK-13 CnocobeH paspabaTbiBaTb
KOMMOHEHTbI MPOrpaMMHbIX 1
nporpaMmMmHo-annapaTHbIX CPeacTs
3aLLMTbl MHGOPMALMKN B KOMMbIOTEPHbIX
cucTeMax M NPoBOAUTL aHaIn3 UX
b6e3onacHocTy;

OMNK-11.9 ymeeT dopmynmposatb
W HacTpamBaTb NOJUTUKY
6e30MacHOCTU OCHOBHbIX
ONepPaLMOHHbIX CUCTEM

OMK-11.10 ymeeTt
dbopmynmMpoBaTh U HacTpamBaTb
noanTUKy 6esonacHocTu
JIOKa/IbHbIX KOMMbIOTEPHbIX
ceTeM, MOCTPOEHHbIX Ha base
OCHOBHbIX OMEPALMOHHbIX CUCTEM

OMK-12.2 3HaeT npuHLMnbI
pa3paboTKM cneumanbHOro
nporpammMmHoro obecnevyeHus,
npegHasHa4yeHHOro gns
NnpeosoNeHUA 3aLLNUTDI
COBPEMEHHbBIX OMepaLMOHHbIX
CUCTEM C UCMO/Ib30BAHNEM UX
HEeA0KYMEHTUPOBAHHbIX
BO3MOXKHOCTEN.

Ol1K-12.4 Bnageet HaBblkaMu
CUCTEMHOrO MPOrpaMmMmMpPOBaHUA

OlK-13.1 ymeeT popmynnposaTb
M HacTpamBaTb NOJIUTUKY
6e30nNacHOCTU OCHOBHbIX
onepaumoHHbIX CUCTEM

OlK-13.2 Bnageet HaBblKaMu
pa3paboTKM NPOrpammHbIX
MOZY/Nel, peannsyroLLmMx 3a4a4u,
CBfA3aHHble C obecrneyeHnem
6e30MacHOCTM onepaLOHHbIX
CMCTEM PaCMPOCTPAHEHHbIX
cemelicTB

YmeeT dopmynmposatb U
HacTpamBaTb NOJUTUKY
6e30MacHOCTU OCHOBHbIX
OnepPaLMOHHbIX CUCTEM

YmeeT bopmynnpoBaTh 1
HacTpamBaTb NOJUTUKY
6e30MacHOCTU I0KabHbIX
KOMMbIOTEPHbIX CETEMN,
MOCTPOEHHbIX Ha 6a3e OCHOBHbIX
onepaLymoHHbIX CUCTEM

3HaeT NpUHUMNbI pa3paboTKu
cneumanbHOro NpPorpammMmHoro
obecneyenus,
npeaHasHa4eHHoro A
npeoaoneHnn 3aLUTbl
COBPEMEHHbIX ONepaLyOHHbIX
CMCTEM C UCMONb30BaHUEM UX
HEe0KYMEHTUPOBAHHbIX
BO3MOMKHOCTEMN

BnageeT HaBblKaMyK CUCTEMHOTO
NpPorpamMmmMmmMpoBaHms

YmeeT GopmynnpoBaThb 1
HacTpamBaTb NOJUTUKY
6e30MacHOCTU OCHOBHbIX
onepaLymoHHbIX CUCTEM

BnapeeT HaBblkamu pa3paboTKu
NpPOrpammHbIX Mmoaynen,
peanusyloLWmxX 3a4a4n,
cBA3aHHble c obecrneyeHem
6e30nacHOCTU onepaunoHHbIX
CMUCTEM PACMNPOCTPAHEHHbIX
cemencTs



12. O6bem AUCUMNAMHDBI B 3a4eTHbIX eguHuuax/yac:

3/108

dopma npomerKyTouHOI aTTecTaumm:

3ay4eT C ouUEeHKoM

13. TpyaoemkocTb no Bugam y4ebHoii pabotbi

Bua yuebHol paboTbl

AyauTopHbIe 3aHATUA
JleKuMoHHbIe 3aHATUA

Mn PaKTU4eCKMe 3aHATUA

JNabopaTtopHble 3aHATUA
CamocTosTenbHas pabota

Kypcosas paboTa

MpomexxyToyHasa aTTecTayma

Yacbl Ha KOHTPO/1b

Bcero
13.1. CopeprkaHue AUCLUUNAUHDI
n/n HanmeHoBaHue CopepaHue pasgena
pasgena ANCUMNNUHDI
ANCUMNINHDI
1. lekuum
1.1 OCHOBbI 3aLLUTBI Ob6Lwme TpeboBaHMUA K
nHoopmauun B 3awmTe MHGopmauuu,
onepaunoHHbIX TeXHUYecKue u
cucTemax aAMUHUCTPATUBHbIE
MeTOoAbl 3aLLMTbI,
YPOBHMU foBepUs,
NOINTUKM
6e3onacHOCTH, NpodUK
3aWunTbl
1.2 YnpasneHue O6beKTbl, CyObEKTbI U
[ocTynom MeTOoAbl AOCTYNa,
MOAEN ynpaBaeHuna
[ocTynom,
N30/IMPOBaHHasA
nporpammHas cpega
1.3 AyTeHTUdMKaLmA daKTopbl
nosb3oBaTenen n ayTeHTUOUKaumm,

nposepKa

XpaHeHue naposen,

CemecTp 6 Bcero
72 72
36 36
0 0
36 36
36 36
0
0 0
0
108 108

Peanunsaumsa pasgena AUCLUMNANHBI C
MOMOLLbIO

OHNaMH-KypCa,

3YMK

https://edu.vsu.ru/course/view.php?id=15499

https://edu.vsu.ru/course/view.php?id=15499

https://edu.vsu.ru/course/view.php?id=15499
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1.5

1.6

1.7

1.8

2.

MpaKTuueckue
3aHATUA

LLe/IOCTHOCTH
MHpopmauum

PasrpaHunyeHune
goctyna B Unix n
Unix-noao6Hbix
cucTemax

MeToAbl 3aLunThbl
MHbopmaumn B
Linux

MeToAbl 3aLuTbI
nHbopmauun B
Windows

OcHOBbI ceTeBoM
b6e3onacHocTH

Ayaut B
onepaumnoHHbIX
cmcTemax

ayTeHTUdUKauma no
OTKPbITOMY KaHany,
04HOPA30Bble MAPOH,
MHorodakTopHas
ayTeHTudMKaLms

basosasa mogenb
pasrpaHuYyeHuns gocTyna
B UNIX-nozo6HbIx
cucTemax, yyet
nosb3oBaTenel n
XpaHeHuWe naponeu,
pervcTpaumn
nosb3oBaTenein 1 BXxos, B
cuctemy,

PAM

Bo3amoxHOCTH
(capabilities) noTokos B
Linux, ynpaBneHue
BO3MOHOCTSIMM, CMINCKM
KOHTpoAs gocTtyna Linux,
[OMNONHUTE/IbHbIE
aTpubyTbl dpainos,
nsonsauma (NpocTpaHcTBa
MmeH) B Linux, cuctema
sudo, seccomp, SELinux,
AppArmor

[ecKkpmnTopbl 3aWnTbI U
MapKepbl 40CTyNa,
O/IMLETBOPEHME, CNIUCKN
KOHTPOAS 40CTyna B
Windows

MesKceTeBOM 3KpaH
(bpanamaysp)
Linux 1 Windows

ypHanbl ayanta Linux n
Windows, ¢ounbTpbl
ayauTa

https://edu.vsu.ru/course/view.php?id=15499

https://edu.vsu.ru/course/view.php?id=15499

https://edu.vsu.ru/course/view.php?id=15499

https://edu.vsu.ru/course/view.php?id=15499

https://edu.vsu.ru/course/view.php?id=15499



3.

Na6opaTtopHbie
pabotbi

3.1

3.2

33

3.4

3.5

3.6

3.7

3.8

YnpasneHue
noNb30BaTENAMMU B
Linux

KoHTponb
L,e/I0CTHOCTH
darinos B Linux

N3yyeHne PAM

N3yyeHune
BO3MOKHOCTEMN
(capabilities) Linux

N3yyeHune
n3onaumm
pecypcos Linux

N3yyeHne
noacuctembl sudo

N3yyeHne
noACUCTEMDI
seccomp

N3yyeHne
MEMKCEeTEeBOro
3KpaHa Linux

CosfaHue yyeTHOM
3anucu, npucoeamHeHne
K rpynne, 3ameHa
nporpammbl (060/104KM)
no/sib3oBaTeNs, co3gaHne
ncesAoMNoAb3oBaTens
[N 3aMycKa nporpammsl

BbluncneHne n nposepka
KOHTPO/IbHOM CYMMbiI,
npoBepKa LeNAoCTHOCTH
Nporpammbl Npu 3anycke

Peanusauma moayna
PAM, peanusytowiero
ayTEeHTUPUKALMIO MO
cepuitHoMmy Homepy
ycTpoiictea USB

YcTaHOBKa
BO3MOXKHOCTEMN
nporpammbl ans
BbIMNOMHEHUNS
NPUBUIETMPOBAHHbIX
nencreuin bes
MCMo/b30BaHMA root

Co3paHue
M30/IMPOBAHHOM CETEBOM
cpeAbl, co3gaHue
CEeTeBOro TyHHeNA Ans
Joctyna K
N30/IMPOBaAHHON cpese,
yTuauTa unshare,
dainosas cuctema
/sys/fs/cgroup/

CosfaHue npasuna s
KOHKpPEeTHOro
nonb3oBaTens

OrpaHunyeHue 3anycKka
nporpamm 1 goctyna K
darinam 3a cuet
peanusaummn dunbTpa
CUCTEMHbIX BbI30BOB

Co3pgaHuve npasua ans
netfilter,
OrpaHUYMBaIOLLUX
OOCTYM K OTAE/bHbIM

https://edu.vsu.ru/course/view.php?id=15499

https://edu.vsu.ru/course/view.php?id=15499

https://edu.vsu.ru/course/view.php?id=15499

https://edu.vsu.ru/course/view.php?id=15499

https://edu.vsu.ru/course/view.php?id=15499

https://edu.vsu.ru/course/view.php?id=15499

https://edu.vsu.ru/course/view.php?id=15499

https://edu.vsu.ru/course/view.php?id=15499



ceTeBbIM NPOTOKO/IaM U

rnoptam
3.9 N3yueHne Co3pgaHue npasun https://edu.vsu.ru/course/view.php?id=15499
MeXaHU3MOB NOAUTUKM OrpaHMNYeHmA
orpaHuyeHus 3anycKa nporpamm
3anycka nporpamm
B Windows
3.10 N3yueHne Co3spaHue npasun AN https://edu.vsu.ru/course/view.php?id=15499
Me3KCeTeBoro netfilter,
akpaHa Windows OrpaHun4nBaroLmx

OO0CTYM K OTAE/bHbIM
ceTeBbIM MPOTOKONAAM U
nopTam

13.2. Tembl (pa3gennbl) AUCLUNANHDBI U BUAbI 3aHATUI

Ne HavmeHoBaHue JleKunoHHbIe MpakTnyeckme NabopaTopHble CamocTtoaTtenbHas Bcero
n/n  Tembl (pasgena) 3aHATUA 3aHATUA 3aHATUA pabota
1 OcCHOBbI 3aLWMThI 4 0 0 2 6

MHbopmaLmn B
onepaunoHHbIX
cuctemax

2 Ynpasnexue 2 0 0 2 4
[0CTynom

3 AyTeHTUOMKaLmA 4 0 0 2 6
no/sb3oBaTesiei 1
npoBepKa
LLe/IOCTHOCTH
nHdopmauun

4 PasrpaHunyeHune 4 0 0 2 6
goctyna B Unix n
Unix-nofo6HbIx
cmcTemax

5 MeToabl 3aWmTbl 6 0 0 2 8
nHoopmauumn B
Linux

6 MeToabl 3aWmTbl 6 0 0 2 8
MHPopmauum B
Windows

7 OcHoBbI ceTeBoM 6 0 0 2 8
6e3onacHocTH

8 AyauTt B 4 0 0 2 6
onepaumnoHHbIX
cmcTemax

9 YnpasneHue 0 0 2 2 4



no/sib3oBaTensimm
B Linux

10 KoHTponb 0 0 2 2 4
LLeI0CTHOCTK
daiinos B Linux

11 N3yyeHne PAM 0 0 4 2 6
12 N3yyeHune 0 0 4 2 6
BO3MOXHOCTEMN

(capabilities) Linux

13 N3yyeHune 0 0 6 2 8
M30naumm
pecypcos Linux

14 MN3yyeHune 0 0 4 2 6
noacuctemsl sudo

15 N3yyeHune 0 0 4 2 6
noacucTembl
seccomp

16 MN3yyeHune 2 2 4
MeXaHU3MOB
orpaHu4eHus
3anycka nporpamm
8 Windows

17 N3yyeHune 0 0 4 2 6
MmexceTeBoro
3KpaHa Linux

18 N3yyeHune 0 0 4 2 6
MeXKCceTeBoro
3KpaHa Windows

36 0 36 36 108

14. Metoguueckue ykasaHua aaa obyyalowmxca no 0CBOEHUIO AUCLMNANHDI

OucumnnavHa TpebyeT paboTbl ¢ hpaitnamu-npeseHTauuaMm NeKLMIA U COOTBETCTBYIOLWMMM rMaBaMmn PEKOMEHA0BAaHHOM
OCHOBHOM NMTEPaTYpbl, a TakXKe, 0653aTe/IbHOro BbIMOAHEHUA BCeX 1abOPaTOPHbIX 3a4aHNiA B KOMMNbIOTEPHOM Knacce.

CamocTosTenbHan paboTa NPoBOAMTCSA B KOMMbIOTEPHbIX Knaccax PKH ¢ ncnosnb3oBaHMEM METOAMYECKMX MaTepManos
pacnosioxeHHbIX Ha yuebHo-meToamndyeckom cepsepe PKH "\\fs.cs.vsu.ru\Library" 1 Ha cepsepe Moodle Bry
moodle.vsu.ru, BbinoHeHWeM 33434 KOHPUIYpUpPoBaHWA BUPTYannsnposaHHoi MC. Bo Bpemsa camMocToATeIbHOM
paboTbl CTYAEHTbI UCMNO/b3YHOT /1EKTPOHHO-6MBIMOTEUHbIE CUCTEMDI, AOCTYMHbIE HA NopTane 30HanbHONM BrubanoTteku
BrY no agpecy www.lib.vsu.ru. YacTb 3aaHuii MOXKeT BbITb BbINONHEHA BHE ayAMTOPUIA HA OMALLUHEM KOMMbIOTEPE,
nocsie KONMPOBaHUA METOAMYECKUX YKa3aHWi U Heobxoaumoro MO ¢ ydyebHo-meToanueckoro cepsepa OKH.

HpM MCNO/1b30BaHUN ANCTAHLUMOHHbIX 06pa3OBaTefIbeIX TEXHOOTUIN U 9/1EKTPOHHOTO O6yLIEHMﬂ BbINMO/NIHATbL BCe
YKa3aHuA npenop,aBaTeneFl, BOBpeEMA NOAKIKYATbCA K online 3aHATUAM, OTBETCTBEHHO NMOAXOAUTb K 3a4aHNAM ONA
CaMOCTOATENbHOM paGOTbI.



15.

MepeyeHb OCHOBHOI U A0MNONHUTE/NIBHOW NUTEPaTYpPbl, PECYPCOB UHTEPHET, HE0B6X0ANUMbIX 419 OCBOEHUSA
ANCUUNAUNHDI

No MCTOYHMK
n/n
1 TexHonormu obecneveHns 6e3onacHOCTY MHGOPMAaLIMOHHBIX CMCTEM : y4ebHoe nocobue / A. /1.

MapyxneHko, /1. 0. MapyxneHko, M. A. EppemoB 1 ap. — MockBa ; bepauH : AnpekT-Meana, 2021. — 210 c.
// 3BC YHusepcutetckaa bubnmnoteka. — URL: https://biblioclub.ru/index.php?page=book_red&id=598988

6) AonoNHUTEeNbHan NUTepaTypa:

Ne McToUuHMK
n/n
1 Mpoxoposa, O. B. UHPopmaLumoHHasa 6e30nacHoCTb 1 3awmuTa MHopmaummn : yuebHuk / O. B. Mpoxoposa ;

CamapCcKu1ii rocyapCTBEHHbIN apXUTEKTYPHO-CTPOUTENbHbIN YHUBepcuTeT. — Camapa : Camapckuin
roCy4,apCTBEHHbIV apXUTEKTYPHO-CTPOUTENbHBIN yHMBepcuTeT, 2014, — 113 c. // 96C YHuBepcuTeTCcKan
6ubamoteka. — URL: https://biblioclub.ru/index.php?page=book&id=438331

B8) MHGOPMALMOHHbIE 3/1eKTPOHHO-06pa3oBaTe bHbIE PECyPChbl:

Ne n/n NCTOYHUK

1 Bubnunoteka BIY, http://www.lib.vsu.ru

2 Cepsep yuyebHo-meToan4eckmx matepuanos PKH, \\fs.cs.vsu.ru\Library

3 O6pasoBaTe/ibHbIl NopTan "INeKTPOoHHbIN yHuBepcuTeT BIY", http://edu.vsu.ru

16. NepeueHb yuebHO-meTOaMUECKOTrO 06ecneyeHnn 418 CaMOCTOATENbHOM paboTbl

Ne n/n NCTOYHUK

1 Cepsep y4yebHo-memooduyeckux mamepuanos ®KH, \\fs.cs.vsu.ru\Library

2 ObpazosamernbHsbili mopman "InekmpoHHsili yHusepcumem BIY", http://edu.vsu.ru

17. O6pasoBaTesnibHbie TEXHONOIUU, UCMIOJIb3YeMbIe NPU peanusauumn yuebHoU AUCUUNAUHDI,BKAOYaA

BUCTaHUMOHHble obpa3soBaTesnbHble TexHonoruu (40T), aneKkTpoHHoe o6yueHune (30), cmewaHHoe 0byuyeHue):

Jlekumn-Bm3yanmsaLmm ¢ 4EMOHCTPaLMEN UANOCTPATUBHBIX U rpadUUecKmMx maTepuanos, aHUMaLmm, 610K-cxem

aropnuTMmoB U Nnpumepos NCXo4HOro Koaa, l[l,(:.‘MOHCTpaLI,I/I(:.‘l\;I BbIMO/IHEHNA KOMaHL, OHepaLI,VIOHHOﬁ CMCTEMOVL

nabopaTtopHble paboTbl.

an peannsaunn ANCUNNINHbI MOTYT MCNO1Ib30BAaTbCA TEXHOTIOTUN 3/IEKTPOHHOIO O6y‘4€HMFI N ANCTAaHUMOHHbIE

obpasoBaTe/ibHble TEXHOI0MMM Ha 6ase nopTana edu.vsu.ru, a Takxe gpyrve 4OCTynHble pecypcbl ceTn MHTepHeT.

18.

1
2

19.

MaTtepuanbHO-TEXHUYECKOe obecneyeHne AUCUUNINHDI:

JleKuMOoHHaA ayanTopus, OCHALLEHHAA BUAEOMPOEKTOPOM.

KomnbloTepHbIN Knacc A1a nposeaeHua 1abopaTopHbIX 3aHATUIM, OCHALLLEHHbIV BUAEONPOEKTOPOM, KOMMbOTEPAMU
¢ OC Windows ¢ ycTaHOBAEHHbIMU cpeaon pa3paboTkn MS Visual Studio n BupTyanbHoM mawmnHoi VirtualBox ¢
ob6pasom onepalmoHHoli cuctembl GNU/Linux. O6bem cBoboaHow noce 3arpysku OC onepaTtMBHOM NamaATH Ha
paboyee mecTo He meHee 4 b (TpebyeTca ANs BUPTYabHbIX MaLLMWH).

OueHouHble CPeacTBa ANA NPOBeAEHUA TEKYLLEN U NPOMEKYTOUHOM aTTecTauuit

MopAfoK OLEeHKM OCBOEHUA OGy‘-IaIOLIJ,VIMI/ICﬂ yLIE6HOFO mMmaTepuana onpegendaeTca cogepxaHnem cneayrwmx pasgenos

OUCUMMN/INHDI:
Ne Pazgenbl AncumnanHbl Kog komneteHunn  Kog uHAuMKaTopa OueHouHble cpeacTea
n/n (mogynn) ONA TeKylwel aTTectaumm
1 OcHoBbI 3aLWMTbl MHGOPMALUK B OMK-9 OMnkK-9.11 CobecenoBaHue

onepaynoHHbIX CUCTEMAX

OcHoBbI 3aLWMTbl MHGOPMALUK B OMK-9 OMK-9.12 CobecepnoBaHue



onepaynoHHbIX CUCTEMaAX

3 AyTeHTUdMKauma nonblosaTtenen u  OMK-11 ONK-11.6 CobecepnoBaHue
npoBepKa LeNoCTHOCTH
MHbOopMaLLUn
4 AyanT B onepaunoHHbIX CUCTEMAX OlnK-11 OnK-11.7 CobecepnoBaHue
5 YnpasneHue JoCTyrnom OnkK-11 OMNK-11.8 CobecepoBaHue

PasrpaHunyeHune goctyna B Unix n
Unix-nofobHbIx cuctemax
MeToabl 3aWuTbl UHGOPMALUK B
Linux

MeToabl 3aWuTbl UHGOPMALUK B
Windows

OcHoBbI ceTeBOM 6e30MacHOCTH

6 YnpasnieHne nonb3oBaTeNAMn B OnkK-11 OnK-11.9 KoHTponbHasA paboTa
Linux

MN3yuyeHne noacmctembl sudo
KoHTposb LenoctHoctu ¢painos B
Linux

7 N3ydyeHne mexceTeBOro akpaHa OnkK-11 OMNnK-11.10 KoHTponbHasA paboTa
Linux

M3yyeHne merKceTeBoro akpaHa
Windows

8 MeToabl 3aWunTbl UHGOPMALMK B OMnK-12 OMnK-12.2 CobecepoBaHue
Linux

MeToab! 3aWnTbl MHGOPMaLMK B
Windows

9 MN3yyeHne BO3MOMKHOCTEN OlK-12 OlMK-12.4 KoHTponbHasA paboTa
(capabilities) Linux
MN3yyeHune nsonaumm pecypcos
Linux
MN3yyeHne nogcuctembl seccomp

10 YnpasneHue noab30BaTeNamm B OlK-13 OlMK-13.1 KoHTponbHasA paboTa
Linux

MN3yyeHune noacuctembl sudo
MN3yyeHrne mexaHn3moB
orpaHMYeHus 3anycka nporpamm B
Windows

11 N3yuyeHne PAM OlK-13 OlK-13.2 KoHTponbHasa paboTa
MpomerKyTouHas aTTecTauma

®opma KoHTpons - 3a4eT ¢ oLeHKol, KoHTponbHasa paboTta

OueHouHble cpeacTBa A4/19 NPOMEXKYTOYHON aTTecTaumm

CobecepnoBaHue

20 Tunosble OLEeHOYHbIE CPeACTBa M MeTOAMUUYECKUE MATePUATibl, OnNpeaensaiolme npoueaypbl OLLEHUBaHUA



20.1 TeKyL M KOHTPOb YCNIEBAEMOCTHU

3apaHuA K KOHTPOIbHOWM paboTe

1.

10.

B onepaumoHHoi cucteme GNU/Linux co3gaiiTe yueTHyt0 3amnmncb ncesaonob3osatens A/ 3amnycka nporpammei
date

B onepaumoHHoit cucteme GNU/Linux onpeaenvTe npasuao sudo, KOTopoe No3BOASET NO/b30BaTeNto userl
BbINONHATL OT UMEHMU user2 komaHabl mkdir n rmdir

B onepauunoHHol cucteme MS Windows co3gaiiTe yyeTHyto 3anunck nosibsosatena Windows v paspewmnte emy
BXOZ, B CUCTEMY TOJIbKO C NOHeAeIbHMKa No NATHUUY ¢ 8 g0 17 Yacos

B onepaumoHHoit cucteme GNU/Linux onpegenvTe pasnno sudo, KOTopoe NO3BOSET YNeHam rpynnbl operaror
BbIMOJIHATL KOMaHAbl /mount u /umount 6e3 BBoga napons

B onepaumoHHoit cucteme GNU/Linux co3gaitTe npaBuio MexKCeTeBOro akpaHa A5 3anpeTa A40CTyna C 10Ka/bHOro
KoMMbloTepa K canty www.anekdot.ru

B onepauunoHHol cucteme MS Windows ¢ Mcnosib3oBaHMEM KOMaHAHOM CTPOKM CO34anTe NpaBuio bpaHaMmayapa
A7 6NOKMMPOBKM BXOAALLMX 3X0-3aNPOCOB B NyHAUUYHbIX CEeTAX

B onepaumoHHoit cucteme GNU/Linux co3gaiiTe yyeTHyto 3anmncb Noab30BaTesi U orpaHnybTe CPOK AENCTBMA ero
naposia nonb3osaTensa Ao 10 gHel nocae yCTaHOBKM

B onepauunoHHol cucteme MS Windows co3gaiTe y4eTHyto 3anuncb HoBoro nosbsosatens Windows v orpaHuybTe
cpok ee genctens go 10 gHel

B onepaumoHHoit cucteme MS Windows 3anpeTtute 3anycKk pefakTopa peectpa

B onepaumoHHoi cucteme GNU/Linux co3gaiiTe cooblueHne, KoTopoe byaeT oTobparkaTbCsa B KOHCONM NpuU
Ka*KA0M BXOZE N0/b30BaTeNd B CUCTEMY

OnucaHue TeXHONOTUMU nposeaeHuA

KOHTpOo/IbHblE PaboTbl BbINMOAHAIOTCA HA KOMMNbIOTEPE U HA NPOBEPKY CAAETCA UCXOAHbIV KOA, UAN IMCTUHT KOMaHAb!
nHTepdelica KOMaHAHOM CTPOKM

TpeboBaHUA K BbINOAHEHUIO 334aHUI (MU WIKaNbI U KPUTEPUMN OLLEHUBAHUA)

B KOHTpO/IbHOW paboTe Bce 3a4aHMA OLEHUBAOTCA B 5 6an0B (MakcMManibHO BO3MOXKHAA CYMMa MPu BbIMOJIHEHUM

BCex 3ap,aHm‘/'1 -50 6annos). an OLWMBKaAX B BbINOAHEHUN 3a4aHNA WU HE NOJIHOM BbINOJ/IHEHUU OLLEHKA 3a 3a4aHne
CHUXaeTcA. OueHka 3a KOHTPO/IbHYIO pa60Ty onpegenaeTca Kak cymma 6ann03, Ha6paHHbIX 3a BCe 3a4aHuA.

20.2 MMpomerKyTouHana aTrecTraymsa

HGPEHEHb BOMPOCOB K coﬁecep,osaHmo

A wnN

ol

Ob6wme TpeboBaHMA K 3aWwmTe MHGOPMaLMKN. TEXHUYECKME U aAMUHUCTPATMBHbIE METOAbI 3aLMUThI.

MonuTtnka 6esonacHocTU.

YpoBeHb gosepus. OLeHo4YHble YpoBHM goBepua. Mpoduab 3aLLmThbI.

YnpasneHue goctynom. O6beKTbl, CybbeKTbl, MeToabl focTyna. Mpaso goctyna. Mpusuaerna. NMoaHomouunsa. Poneb.
Cynepnonb3oBatesnb.

Tunosble MOAENN yNpaBAeHUA AOCTYNOM (4aTb obuiee onpeaeieHne AUCKPELMOHHOIO ynpaBaeH1a A40CTYNoM,
MaHZaTHOro ynpas/ieHne A0CTYNOM U M30AMPOBAHHONM NPOrpammMHoO cpesbl)

JucKpeumoHHoe ynpasneHne goctynom. MaTpuua goctyna. MaHaat Bo3MoXKHocTen. CMMCOK KOHTPOAA A0CTyna.
MaHpaTHOe ynpasneHune goctynom. Mogenb benna-/lanagynel.

MN3onnpoBaHHan NnporpaMmHas cpeaa.

AyTeHTUdMKaumMA nonb3oBaTenei. PakTopbl ayTeHTUGMKaunM. OgHOPa30BbIN Napob.

. MHorodakTopHasa ayTeHTMdMKaumUA. XpaHeHWe naponen.

. Anroputm nposepku LenoctHoct HMAC.

. AyteHTndmKaums HOTP Ha ocHoBe 04HOPA30BbIX Naponen.

. AyteHTndmKauma TOTP Ha ocHOBe OAHOPA30BbIX NAPOEN.

. Anroputm OCRA - anroputm B3anMHOM ayTeHTUdMKaLMK Ha OCHOBE B3aMMOLENCTBMA 3anpoc-0TBeT.

. basoBasa moaenb pasrpaHunyenuns goctyna B UNIX-nogobHbIl cuctemax. Macka gocTyna aas $aliiioB 1 KaTanoros.



16. Yuet nonb3osateneit B UNIX-nogobHbi cuctemax. dain /etc/passwd. Yuet rpynn. XpaHeHune naponei 8 UNIX-
noAo6HbIN cucTEMAX.

17. Ncesgononb3osatenu. CtaHAapTHbIe Nonb3osaTenn u rpynnbl B UNIX-noaobHbii cuctemax. CosgaHme HOBOro
nosnb3oBaTens.

18. ®ainbl KOHPUrYpaLUKM CUCTEMDI Y4eTa Noab3oBaTenel B Linux. MHMLManM3aLma AoMaLlHero KaTtaaora HoBoro
nosnb3oBatensa. CTaH4APTHbIE YTUAUTbI YNPaBAEHUA YYETHbIMU 3annucamm B Linux.

19. Linux: Bxog nonb3oBaTtensa B CUCTEMY.

20. PAM. Mogynu PAM. KoHdurypauus PAM. Kputepum ycnewwHol ayTeHTUdMKauMmK. PacluMpeHHbli CTUAb
KOHoUrypaumm B Linux.

21. CnuCKKM KOHTPOAA A0CTYMa U AONOMHUTENbHbIE aTpubyTbl Gainos B dhannoBbix cuctemax Linux.

22. Cucrema sudo. Mpasuna sudo. Paiin sudoers. *KypHan sudo.

23. Ob6s3aTeNbHbIN KOHTPO/Ib LLEe/IOCTHOCTU U KOHTPO/Ib Y4eTHbIX 3anuceit B Windows

24. OrpaHUYeHne UCNoNb3oBaHMA NpuaoxkeHun B Windows

25. MeceTeBol aKpaH Linux

26. MexceTteBoi akpaH Windows

27. AyauT 6e3onacHoctu B Linux

28. AyauT 6e3onacHoctn B Windows

OnucaHue TeXHONOTUMU nposeaeHuA

CO6EC8,CI,OBaHMe nponsBogunTCA B d)opN\e YCTHOIo OTBE€Ta Ha 3a,ﬂ,aHHbIVI sonpoc. Mpu HEO6XOAMMOCTM npenogasaTesib
MOXeT 3a4aBaTb YTOYHAOLWME BOMNPOChHI.

TpeboBaHMA K BbINOAHEHUIO 3a4aHUNI, LWKa/bl U KPUTEPUU OLLEHUBAHUA

OueHKa 3HaHUI, YMEHWUI 1 HaBbIKOB, XapaKTepu3yoLLas 3Tanbl POPMUPOBAHUA KOMMNETEHLMI B PaMKaX U3yYeHUs
OMCLMNAMHDI, OCYLLLECTBAAETCA B XO4E TEKYLLLEN M MPOMEKYTOUHOM aTTecTaumii. Mpu oLeHMBaHUW pe3yibTaToB
NPOMEKYTOUYHOM aTTecTaLnm UCMo/Ib3yeTcA KOMYECTBEHHAA WKaia oleHoK. OLeHKa 3a KOHTPO/IbHYO paboTy
CKNaZblBAOTCA C OLLEHKOM, MOy4YeHHOW Ha cobeceoBaHMM, U pe3ynbTaT HopmupyeTca K 100 6anbHOM WKane.
MonyyeHHOE 3HAYeHWe onpesenseT ypoBeHb CHOPMUPOBAHHOCTM KOMMETEHLMIA U UTOTOBYIO OLLEHKY (4,0CTaTO4HbIN
— Y40B/IETBOPUTENBHO, XOPOLLO, OT/IMYHO UAN HEAOCTATOUYHbIN — HEYAOBNETBOPUTE/IbHO) COMNACHO CeaytoLLeit
LKane:

e  OLEHKa «oTAM4yHo» - 90..100 6annos

®  OLEHKa «xopolio» - 70...89 6annos

e  OLEeHKa «ygoBnetTBoputenbHo» - 50..69 6annos
®  OLEHKa «HeyaoBneTBopuUTenbHO» - 0..49 6annos



